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MSX

Job Opportunities

Qualification &

Position o - Requirement
Specialization
Minimum of 4 years in Network
Seni (Cisco certifications in (CCNA, CCNP,
enior : :
Bac.helor sl Cisco ISE, Firewalls and network
Network Science, Network or . _
Specialist any other related field monitoring system experience)
additionally prefer to have certificates
likes NSE3, NSE4.)
Audit Bachelor of Accounting/ . _ _
. 1 Audit or any other related Minimum of 2 years in Audit
Specialist .
field
Information Bachelor of Information Minimum of 2 years in
Security Security or any other | _
Specialist related field Information Security

b0

e Oman applicants.

e Only candidate who meet the requirements will be contacted.

e Application must be submitted within one week after date of

advertisement. E :'H
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Job Description
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Job Title:- Senior Network Specialist

Senior Network Specialist

Job Details
Directory Information Technology | | gcation Muscat, Ruwi,
IT Inf Senior Director of IT
nfrastructure i
Department Direct Manager Infrastructure

Job Purpose

Network specialist & Security is responsible for managing, setting up, designing, developing,
maintaining and monitoring networks within MSX or between all other organizations connected to.
Provisioning support to users, staff members, clients or suppliers. Ensuring that the networks function
efficiently by collecting performance data, monitoring its security controls, troubleshooting issues,
anticipating problems and performing routine maintenance. In addition, identifying potential

vulnerabilities in existing systems or processes and recommending ways to mitigate these risks.

Key Responsibilities / Accountabilities

e Manage MSX’s networking software and hardware environments on a detailed,
systematic, and analytical approach.

e Interact with departments to address issues identified within network.

e Ensure the availability and service delivery of WAN and LAN network environment
systems. This includes, but not limited to internal users, branches, commercial entities,
and the public.

e Monitoring network performance and ensure system availability and reliability.

e Configure and install various network devices and services (e.g., routers, switches,
firewalls, load balancers, IPT, VPN, QoS).

e Ensure that all work and changes are performed in such a way as to minimize all
disruption to existing business use.

e Day-to-day perform network administration, support, configure, maintain and upgrade
the organization network devices including service packs, patches, hot fixes and
security configurations and ensuring the proper defenses are present for each network
resource.




e Assist in keeping track of the MSX’s networking infrastructure assets and ensure that
the infrastructure and data is kept secure at all times.

e Work with internal teams and external suppliers for maintaining current infrastructure.

e Provides technical support in the development, testing and operation of next generation
firewalls, intrusion detection/prevention systems, and web application firewalls.

e Monitoring network performance to ensure that applications are working properly and
efficiently, viewing (availability, utilization, throughput, and latency) and test for
weaknesses.

e Works closely with other Teams on projects, system support, network monitoring, and
other duties as assigned.

e Submitting the required reports with all details to the manager when needed.

e Create and maintains deployment and support documentation.

e Performs other related duties as assigned by the department manager.

Job Requirements

Qualifications o BSc degree in networking engineering, computer science, cyber
security, or an equivalent experience.

o Advanced network training certifications may be advantageous.

e Astrong understanding and knowledge of network, and security
controls.

e Cisco certifications in (CCNA, CCNP, Cisco ISE, Cisco Firewalls,
Cisco Monitoring systems) or any other relevant certificates likes
NSE3, NSE4.

e Strong troubleshooting skills

Skills e Solid understanding of Network principles, practices, and technologies
e Strong analytical and problem-solving skills
e Ability to work under pressure and pay attention to detail

Done by:- HR Division




Job Description

Internal Audit Specialist

Job Title:- Internal Audit Specialist

Job Details
Directory Audit & Risk Committee Location Muscat, Ruwi,
Department Internal Audit Direct Manager Manager of Internal Audit

Job Purpose

Operating from an independent, objective, and impartial oversight perspective in line with GIAS and
International Internal Audit Standards, the Internal Audit Specialist performs specialized audits—
financial, operational, IT, and compliance—across the organization. This role ensures the integrity,
effectiveness, and efficiency of governance, risk management, and internal control systems, and
supports continuous improvement and accountability in the Exchange’s operations.

Key Responsibilities / Accountabilities

Contribute to the development of the annual, risk-based audit plan and propose audits based
on organizational risk profiles and stakeholder priorities.

Assist in designing detailed audit programs that reflect audit objectives, scope, and GIAS/IIA
standards.

Conduct audits across all business units and support functions, including clearing, settlement,
depository, trading, listing, inspection, compliance, IT, finance, HR, and strategy.

Evaluate the design and operational effectiveness of internal controls, report control
deficiencies, and recommend practical corrective actions.

Assess the organization's adherence to laws, regulations, internal policies, and procedural
manuals.

Verify the accuracy and integrity of financial and operational records and ensure assets are
safeguarded.

Perform specialized audit procedures, including data analytics, system audits, and operational
walkthroughs, as required.

Participate in the follow-up of audit recommendations (internal and external) and track their
implementation status.

Identify, assess, and report emerging risks, and escalate critical issues to the department
manager

Contribute to the preparation of clear, concise, and objective audit reports, highlighting key
findings and agreed-upon action plans.

Maintain strict confidentiality, demonstrate integrity, and ensure full compliance with the
GIAS Code of Ethics and the I1A Code of Ethics.

Support the Internal Audit team with continuous professional development, awareness of
evolving risks, and the enhancement of audit methodologies.

Report risks and events occurring within the department to the Risk Department.

Perform other tasks assigned by the department manager as necessary.

Job Requirements




Qualifications Bachelor’s degree in Accounting, Finance, Audit, or a related discipline
Minimum 2 years of internal audit or risk management experience.
Professional certification or part-qualification in CIA, CPA, ACCA, or related
is preferred

Skills e Knowledge of Internal Audit Standards (GIAS, 11A) and the ability to
apply them in practice.

e Strong grasp of internal control frameworks, compliance auditing, and
risk assessment.

e Competency in analytical and investigative techniques with attention
to detail.

e Report writing and communication skills, capable of preparing clear
findings and recommendations.

e Proficiency in data analysis tools, Microsoft Office, and audit software
(preferred).

e High level of professional integrity, objectivity, and confidentiality.

Done by:- HR Division




Job Description

Information Security Specialist

Job Title:- Information Security Specialist

Job Details
Internal Audit & Risk .
Directory Committee Location Muscat, Ruwi,
Senior Director of
Department Risk & Compliance Direct Manager Risk &
Compliance

Job Purpose

oversee the comprehensive IT risk management lifecycle within MSX's IT departments. This
includes establishing, maintaining, and enhancing risk management frameworks, conducting
regular risk assessments, developing risk profiles, ensuring timely reporting to management and
committees, and driving compliance activities, particularly achieving and maintaining 1SO
27001 certification.

Key Responsibilities / Accountabilities

e Ensure that the Risk management implementation plan is adequately and timely
implemented within MSX’s IT departments.

e Maintain, enhance and monitor the Risk management operating model, frameworks,
methodologies and tools enabling MSX to identify, assess, manage and monitor their
risks.

e Initiate the annual IT risk assessment process.

e Develop MSX’s IT risk profile and ensure that all key risks are identified, assessed,
managed and reported on a timely basis.

e Update the Risk register and develops operational risk heat maps for review by the
Manager of Risk and Compliance Department.

e Conduct meetings with the IT Department Managers to analyze operational risks,
controls and mitigation strategies, and support business owners to develop and
maintain Risk registers at an operational level.

e Perform risk assessment for key business documents prior to submission to the Risk
Committee and Board.

e Ensure timely and accurate reporting of risk data to the Manager of Risk and
Compliance Department. This includes compiling the results of Risk and control
evaluation, action plans and related progress for reporting to the Manager of Risk and
Compliance Department.




e Collect, evaluate and maintain data concerning risk and gather other risk related data
for evaluation and assessments.

e Maintain, enhance and monitor the Risk management operating model, frameworks,
methodologies and tools enabling MSX to identify, assess, manage and monitor their
risks.

e Develop/update Risk Assessment Criteria Matrix for each risk category.

e Manages and prepares all documentation related to risk assessments and reviews of
standard operating procedures.

e Support in preparation of the report on MSX’s IT risk profile, emerging risk trends and
the effectiveness of mitigation activities which is to be submitted to the Audit and Risk
Committee.

e Performs all the responsibilities listed in the guidebook for information security
functions from the Electronic defense center.

e Perform all tasks required to Obtain ISO27001 and mitigate any gaps reported in order
to ensure annual renewal of the ISO27001 certificate.

e Support the Manager of Risk and Compliance Department in assessing the risk
positions, risk exposures, the steps taken to manage them.
Job Requirements

Qualifications | Bachelors in information security subject with 2 years’ experience or

Master's degree.

Skills e Solid understanding of IT security principles, practices, and
technologies

e Experience in managing teams and implementing IT security
programs, policies, and procedures

e Strong analytical and problem-solving skills

e Ability to work under pressure and pay attention to detail

e Up-to-date knowledge of emerging IT security threats and trends

Done by:- HR Division




